55 244 5 7 LGRS Vol. 24 No. 7
20254F 7 H Software Guide Jul. 2025

ARG HE X PR AT 1R B M R AR5

a

&

TR MET W L, R IK Sy
P B R AT ®ATFR FFMNF R, w1 X 618307)

W OE. St R T R TR A E AT R IR SR X A R R B AR AT, A IR A Ak e A AR
PRAET S EIORRT S, A TRY Z3850 QRBANE A 250, TIIESAR T R BEHRERA
LR E R AR AT RS, At A Rk RN RN, A, AR TAA S L LR AN AR 4
AR FHXAE SRR BEERA PSR P 2R ARG R, AT RARRRENBAAREIERLRR; B,
SAT T EIT R R ARG E R G R EARGFTIR T 0. MREREA MERREALE HEERES G
A T IR ES AR T I R A FEHAR A LA TR AEAT AR T R B ARG E 5
K =L R MR TR &

DOI: 10. 11907/rjdk. 251248 FHAMZE(FFERS)FHREIRG (0SID) :
HE 45 TP391 XHEFRIRED : A X E 4S5 :1672-7800(2025)007-0022-07

Research Overview on Verifiable Symmetric Searchable Encryption Technology

SU Yaping, XIANG Yanjie, CAI Lianfang
(School of Computer Science, Civil Aviation Flight University of China, Guanghan 618307, China)

Abstract: Cloud computing provides efficient data outsourcing solutions for modern enterprises and individual users through its elastic and
scalable resource pool, pay as you go service model, and almost unlimited storage capacity. In order to protect the confidentiality and integrity
of cloud outsourced data, verifiable symmetric searchable encryption technology has become a research hotspot in the current field of cloud
computing security. Regarding the issue of keyword search integrity verification, the existing solutions mainly adopt system models, security
models, and formal definitions; Secondly, introduce existing representative research results based on different technological routes around two
application scenarios: single user and multi—user; Then, analyze the advantages and disadvantages of the key technologies used in the pro-
posed solution; Finally, looking forward to future research directions.The research results indicate that the construction of verifiable symmetric
searchable encryption technology that balances security, dynamic adaptability, and efficiency remains the current research focus of verifiable
symmetric searchable encryption technology.
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Fig. 1 System model of VSSE scheme in single user scenario
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Fig.2 System model of VSSE scheme in multi user scenario
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